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What is a Cool (I)MD ? 



Patient 

Medical Devices 
(MDs) 

Smartphone 
(e-health apps and gateway) 

No user interaction, fully automatic Manually initiated by the patient or doctor 

Medical data 

MD Configuration data, 
MD software updates 

Consulting, diagnosis, therapy 

Medical reports, 
recommendations 

MD configuration data, 
MD software updates, 
apps and app updates 

Medical data, 
Medical reports 

Healthcare professionals 
and providers 

Typically single providers and closed systems 
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Health Insurance & Pharma 

Healthcare professionals 
and providers 

Patient 

Medical Devices 
(MDs) 

Medical data 

Smartphone 
(e-health apps and gateway) 

E-Health Cloud 

Medical reports, 
recommendations 

Medical data 

MD Configuration data, 
MD software updates 

MD configuration data, 
MD software updates, 
apps and app updates 

Medical reports/data 

Medical reports/data 

Consulting, 
diagnosis, 
therapy 

Medical reports, consulting,  
advertisement (drugs, insurances, healthcare, fitness) 

Patient’s Relatives 
or informal caregivers 

Medical reports, 
warnings, alerts 

No user interaction, fully automatic Manually initiated by the patient or doctor 

Medical reports 

Different providers and distributed systems 
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Security 
• Data-centric protection 
• Semi-trusted cloud service providers (e.g., honest but curious) 
• Emergency access and availability 
• Reliability, integrity, and confidentiality 
• Accountability (incl. integrity of auditing files) 
• Efficiency 
• Self-management (resilience, availability, adaptability, scalability) 

Privacy and Data Protection 
• For patients and doctors 
• Patient-centric protection and transparency  
 (legislation awareness, auditability, policy compliance) 

April 1, 2011 6 

Vorführender
Präsentationsnotizen
SECURITY
Data-centric protection: Medical data are stored in highly distributed data stores in the cloud and managed by heterogeneous systems with complex and maybe legacy architectures, some of which may not have a trustworthy data management system. Hence in this setting, data can be potentially accessed by a variable set of parties from different domains with different rights. There is a large uncertainty in who will eventually need to access a data object. It is thus implausible to implement central management. Instead, data protection is decentralized. Moreover, not only data distribution but also data usage should be controlled.
Semi-trusted cloud service providers: It is assumed that the cloud service providers are semi-trustworthy (honest but curious). This means that cloud service providers honestly performs legitimate protocols but passively observes traffic in the cloud. Emergency access and availability: Timely availability of medical data needs to be guaranteed, especially under emergency cases. This in turn requires the availability of decryption keys if data are encrypted at data stores.
Efficiency: Data management mechanisms must be sufficiently efficient to suffice the care process and business needs.
Accountability: Data access and usage or some operations in the system need to be logged. In many cases, the context allowing data access cannot be determined automatically, but only verified by a human after the incident. In this regard, auditing should be accompanied with some automated verification procedures.
Data integrity: Medical data integrity should be guaranteed to assure the correctness of the care process. The integrity of logging/auditing data should be ensured for accountability/auditability.

PRIVACY
Privacy protection for patients: Due to the sensitive nature, patients’ personal data stored in the cloud need to be protected. It is advised that data disclosures are controlled following the data minimization principle [4], namely the disclosure and retention of personal data should be limited to what is directly relevant and necessary to accomplish a specified purpose. This implies that under certain conditions, medical data needs to be filtered or anonymized according to patient’s privacy policy, e.g. to remove part of the PHR data before sharing with healthcare institutions.
Patient-centric protection: Patient should be aware of their privacy rights, and able to specify and delegate the access control policy of their data.
Data confidentiality: Unlike multimedia or entertainment data, even partial leakage of patient’s medical data is undesirable. Fine-grained access control is required to provide confidentiality of data. The access control policy is not only role-based, but highly context-based (or rule-based). For instance, patients may have a trust relationship with their current medics, while disregard the relationship with their former medics. Additionally, the access control and key management mechanism needs to be secure and efficient. Private or secret keys should be securely stored and protected. Finally, potential side channel leakage of medical data should be prevented. For example, the fact that someone takes an HIV test demonstrates that this person is considered at risk. It is desirable to define rules that protect side information without disrupting normal healthcare.




Genuine medical device hardware? 

Genuine medical software? 

Medical data protected 
against unauthorized access? 

Medical data correct and authentic? 
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Vorführender
Präsentationsnotizen
Counterfeit devices of poor quality can harm patient‘s health.

Adversary could manipulate medical device software to harm patient on purpose (patient could be infected by computer virus).

Adversary could manipulate software on gateway and forge diagnosis, e.g., to sell expensive therapy/drugs or to obain medical information about patient.





Medical Device Security: Is this device genuine? 
• Identification and authentication of medical devices 
• Software integrity verification of medical devices 

Medical Data in the Cloud: Is secure computation possible?  
• Privacy-preserving medical classification and diagnosis 

Medical Infrastructure Security: Who, where, when accesses data? 
• Mobile Trusted Virtual Domains (TVDs) 
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www.unique-project.eu 

Vorführender
Präsentationsnotizen
Examples of active implantable medical devices include:
- Cardiac pacemakers/stimulators
- Cardiac defibrillators (ICDs)
- Cardiac assist pumps
- Neurological stimulators and pain relief devices
- Cochlear hearing implants
- Implantable drug infusion pumps
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Vorführender
Präsentationsnotizen
FDA = Food and Drug Association (http://www.fda.gov/)
WHO = World Health Organization (http://www.who.int/)

Stethoscope (http://en.wikipedia.org/wiki/Stethoscope)
The is an acoustic medical device for auscultation, or listening to the internal sounds of an animal body

Sphygmomanometer (http://en.wikipedia.org/wiki/Sphygmomanometer)
A sphygmomanometer or blood pressure meter is a device used to measure blood pressure.



Genuine hardware? 

Medical Device Physically Unclonable 
Function (PUF) 

Hardware 
fingerprint 

Reference 
fingerprint 

= 
? 

Manufacturer 
database 

PUFs enable 
identification/authentication of medical devices 

based on their physical properties 

Assumptions 
• Adversary cannot predict PUF responses (unpredictability) 
• Adversary cannot create physical copy of PUF (physical unclonability) 

 
Drawbacks 

• Number of authentications limited by size of database 
• Inefficient system initialization 
• Direct access to PUF may allow modeling attacks 
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Vorführender
Präsentationsnotizen
Number of authentications limited by size of database
Reuse of challenges allows for replay attacks
Denial-of-service attacks possible
Inefficient system initialization
Requires recording of many challenge-response pairs (CRPs)
Recording 200.000 CRPs of Verayo X512H PUF-RFID takes 1h [Cortese et al. 2009])
Direct access to PUF may allow modeling attacks
Building mathematical simulation of PUF using machine learning techniques [Rührmair et al. 10]



[Ranasinghe et al. ‘04] Damith C. Ranasinghe, Daniel W. Engels, and Peter H. Cole. Security and Privacy: Modest Proposals for Low-Cost RFID Systems. (Auto-ID LabsWorkshop 2004)

[Bolotnyy et al. ‘07] Leonid Bolotnyy and Gabriel Robins. Physically Unclonable Function-Based Security and Privacy in RFID Systems. (PERCOM’07)

[Cortese et al. ‘09] Pier Francesco Cortese, Francesco Gemmiti, Bernardo Palazzi, Maurizio Pizzonia, and Massimo Rimondini. Efficient and Practical Authentication of PUF-based RFID Tags. (Technical Report RT-DIA-150-2009, University of Rome, June 2009)

[Verayo X512H] Verayo, Inc. Vera X512H Unclonable RFID IC. (June 2010)

[Rührmair et al. 10] Ulrich Rührmair, Frank Sehnke, Jan Sölter, Gideon Dror, Srinivas Devadas, Jürgen Schmidhuber: Modeling Attacks on Physical Unclonable Functions, ACM CCS 2010.




Physical Component ¦*(¢) 
(Noisy Function) 

c 
¦(c) + e 

¦(c) Fuzzy 
Extractor 

Physically Unclonable Function (PUF)  ¦(¢) 

w 

c   Challenge 
e  Error (noise) of ¦* 

w  Helper data  
(to counter noise e, specific for each challenge c) 



Physically 
Unclonable 

Function (PUF) 

Hardware 
fingerprint 

Fuzzy 
Extractor 

Verifier 

Cryptographic 
secret 

Cryptographic 
algorithm 

Cryptographic 
protocol 

[Šcoric et al. 05, Lim et al. 05] 

Assumptions 
• Adversary cannot create physical copy of PUF (unclonability) 
• Adversary cannot access communication interface between 
 PUF, fuzzy extractor and crypto algorithm 
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Genuine software? 

Medical Device Physically Unclonable 
Function (PUF) 

Hardware 
fingerprint 

Reference 
fingerprint 

= 
? 

Reference 
database 

Memory Content 

Software 
Fingerprint 

(checksum over 
memory content) 

HW 

SW 

Entangled 
fingerprint 
(checksum) 

PUFs combined with 
software attestation enables 

remote attestation of 
hard- and software 

A.-R. Sadeghi, S. Schulz, C. Wachsmann: Lightweight Remote Attestation using Physical Functions. ACM WiSec’11. 
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Assumptions 
• Verifier knows exact hard- and software configuration of medical device 
• Adversary cannot predict PUF responses (unpredictability) 
• Adversary cannot create physical copy of PUF (physical unclonability) 

Vorführender
Präsentationsnotizen
Devices we consider are comparable to sensor nodes, which are typically equipped with microcontrollers like Texas Instruments MSP 430 or Atmel ATMega128L:

16 bit RISC CPU 8-25 MHz
0.5 – 256 kByte program memory (flash)
128 Byte – 16 kByte RAM




www.tclouds-project.eu 
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EHR Service 

PHR Service 

Other Services 

Patients Healthcare professionals 
& provider 

H. Löhr, A.-R. Sadeghi, M. Winandy: Securing the E-Health Cloud. IHI 2010. 



 TVD = Coalition of virtual machines 
 Properties 
 Isolated execution environments (compartments) 
 Trust relationships 
 Transparent policy enforcement 
 Secure communication 
 Client platform security (based on modern hardware 

security functionality) 
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Trusted Computing 
Base 

VM VM 

Trusted Computing 
Base 

VM VM 

Trusted Computing 
Base 

VM VM 

Green 
TVD 

Blue 
TVD 

Red TVD 

physical machine VM: Virtual Machines 

Logical TVD Architecture 

TVD 
Master 

25 
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Mobile device compatible with OKL4 

Trusted 
Channel 

Hardware 
OKL4 Microvisor 

TVD 
Proxy 

mGUI 

TVD Policy 

Security 
Services 

MTM 

Attest. 

TVD 
Master 

Linux 
Kernel 

TVD Red (Private) 

Android 

Linux Kernel 
OK:Android 

Middleware 

Application Set 

App1 App2 

TVD Blue (Working) 

Android Android 

Middleware 

OK:Android 

Linux Kernel 

Application Set 

App1 App2 

Middleware 

Linux Kernel 

Application Set 

App3 App4 

OK:Android 

Trusted 
SMS 

OK:Android 

Comp. 
Mgr. 

Secure GUI 

Vorführender
Präsentationsnotizen
Folie erstellt am 17.4.2009 von Biljana aufgrund der vornahdenen Folien vom letzten Semester
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 Pro: 
 Supports different operating systems (Linux, 

Symbian, Android) 
 Very fast switching between different 

Compartments and TVDs 

 Contra: 
 Short development cycles 

 

Vorführender
Präsentationsnotizen
Folie erstellt am 17.4.2009 von Biljana aufgrund der vornahdenen Folien vom letzten Semester
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Trusted Mobile Desktop 
 Provides secure GUI and isolation of operating systems 
 and stand-alone trusted applications (e.g., SMS application) 

TrustBar 

LED 

M. Selhorst , C. Stueble, F. Feldmann, U. Gnaida: Towards a Trusted Mobile Desktop. Trust 2010. 

Sirrix Security Technologies 



App C App B App A App C App B App A 

Green TVD Blue TVD Red TVD 
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Linux Kernel 

TVD Green TVD Red TVD Blue 

App 1 

App 2 

App 3 

App 4 

App 5 

36 

Android 
Middleware 

App 6 

App 8 

App 9 

App 7 

Android 
Middleware 

Android 
Middleware 
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Kernel Layer 

38 

TVD Green TVD Red 

App 1 App 1 

Middleware Middleware 

App 2 App 3 

Storage 

App 2 

MAC 
TVD Policies Tagging Virtual interfaces 
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www.speedproject.eu 



E-Health Service 
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Patient reveals medical data to e-health provider 
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Goal: Reveal no information at all! 

Problem: Googli-Leak 
Health learns Patient’s Medical Data 

➩ Insider Attacks !!! 
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Protect Data Protect IP 

➩ No trivial solution! 
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U. R. Acharya, J. Suri, A. E. Spaan, S. M. Krishnan. 
Advances in Cardiac Signal Processing, Springer, 2007 

NSR: Normal Sinus Rhythm 
APC: Atrial Premature Contraction 
PVC: Premature Ventricular Contraction 
VF:    Ventricular Fibrillation 
VT:    Ventricular Tachycardia 
SVT:  Supra Ventricular Tachycardia 
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 ECG Classification algorithm computed entirely under encryption 
using combination of efficient techniques for secure computation: 
 Computing with encrypted functions [Yao 1986] 
 Computing on encrypted data [Paillier 1999] 

Classification Accuracy 83.3% 
Runtime for Secure Classification 
(excluding signal processing) 

18.7s 

Communication 64 kByte 

On two PCs (3GHz Intel Core Duo, 4GB RAM), Gigabit Ethernet 
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M. Barni, P. Failla, V. Kolesnikov, R. Lazzeretti, A.-R. Sadeghi, T. Schneider: 
Secure evaluation of private linear branching programs with medical applications. ESORICS'09. 

M. Barni, P. Failla, V. Kolesnikov, R. Lazzeretti, A. Paus, A.-R. Sadeghi, T. Schneider: 
Efficient privacy-preserving classification of ECG signals. IEEE WIFS'09. 

M. Barni, P. Failla, R. Lazzeretti, A.-R. Sadeghi, T. Schneider: 
Privacy-preserving ECG classification with branching programs and neural networks. IEEE TIFS’11 (to appear). 



 (I)MDs are becoming reality  
 Particularly important in aging societies 
 (I)MDs are subject to counterfeiting 
 However, (I)MDs are part of the story   
 Distributed infrastructure 
 Many devices and many parties 
 Cloud availability and secuity 
 Auditing systems 

 Core issues 
 Privacy by design 
 Legal aspects 
 Emergency regulations  
 Usable security 
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